A Introduction

For much of the Internet’s existence, researchers have sought to make data transfer efficient and robust. Till the
late 1990s, a client-server architecture dominated data transfer in the Internet. As the inherent scalability and fault-
tolerance limitations of server-based architectures became apparent, several alternatives emerged. These include
unstructured peer-to-peer file sharing [62, 23, 39], content distribution networks [2, 21], structured distributed hash
tables (DHTSs) [89, 80, 82, 72], publish-subscribe [83], end-system multicast [32], and more recently, file swarming
systems such as Bittorrent [7]. In different ways, these architectures enable content to be location independent,
i.e., they allow content to be retrieved from any convenient location where it is available, and provide a suitable
discovery mechanism to determine one such location. The goal is to use location independence to make data
transfer scalable and fault-tolerant by eliminating a single point of congestion or failure.

Unfortunately, this transition has not happened. There are fundamental shortcomings to data transfer on the
Internet today. For instance, consider the problem of building a robust system to disseminate critical data to a
large number of users. Existing peer-to-peer systems either suffer from “free-riding” or introduce a central point
of failure like in Bittorent.

Nevertheless, swarming systems like Bittorrent have some unique attractive properties compared to their pre-
decessors. First, the data transfer protocol is designed to align the incentives for improving an individual peer’s
performance with overall system performance. Bittorrent clients adopt a tit-for-tat strategy that incents a peer to
contribute more resources to the system in order to obtain better performance for itself. The simplicity and ro-
bustness of tit-for-tat proved to be an effective deterrent to free riding, a problem that previous widely deployed
peer-to-peer systems did not address satisfactorily. Second, Bittorrent uses multipoint-to-point connections to
download a file in a manner that jointly optimizes an individual peer’s performance as well as global performance.
To our knowledge, Bittorrent is the first instance of systematically using multipoint-to-point connections at such a
large scale. The tremendous and sustained success of Bittorrent — recent studies by Cachelogic [8] estimate that
it accounts for more than a third of Internet traffic today — suggest that Bittorrent may hold valuable lessons for
networking researchers to design data transfer architectures for a future Internet.

Inspired by the success of Bittorrent, we pursue the following, rather exploratory, question in this proposal:
can swarms form the basis of a universal data transfer architecture for the Internet and if so, what is an
appropriate architecture? We use the term swarm to refer to a set of loosely interconnected nodes that act in a
selfish and highly decentralized manner and are always in a state of adaptation. Natural systems with swarm-like
properties are known to be extremely robust both for an individual and for the system as a whole.

In the rest of this proposal, we outline fundamental research aimed the design, analysis, and implementation of
an architecture that systematically uses swarms for scalable, incentive-compatible, and fault-tolerant data transfer.
Our project, which we refer to as uswarm (short for a universal swarm), has the following specific thrusts:

1. Data Transfer and Control Plane: We develop a data transfer and control plane for uswarm based on the
idea of one large swarm for all data that is at least a few hundred bytes long. We develop mechanisms to
enable in-network caching to exploit locality of data accesses. We propose to analyze the potential benefits
with respect to availability and response time of uswarm over isolated swarms, as well as how uswarm
interacts with and improves network traffic engineering.

2. Incentive Strategies: We design uswarm from scratch to be robust to selfish behavior using novel incentive
strategies. We leverage our recent research that suggests that Bittorrent’s tit-for-tat strategy can be easily
manipulated by peers resulting in significantly diminished swarm capacity. We propose to analyze the inter-
action of selfish peer behavior in uswarm with network resource allocation using game-theoretic techniques.

3. Deployment and Case Studies: We propose to develop two case study systems using uswarm. The first is a
robust system to disseminate critical information preventing the so-called denial-of-information attack. The
second will test uswarm in a delay-tolerant vehicular network testbed [16] at UMass Ambherst.



We believe that swarms have the potential to address fundamental shortcomings of data transfer in the current In-
ternet. First, today it is difficult to build a robust system to disseminate critical data, such as emergency information
during disaster recovery or operating system security patches, to a large number of users. Existing peer-to-peer
systems either suffer from “free-riding” or introduce a central point of failure like in Bittorrent. In particular,
DHT-based designs are not robust to selfish peer behavior. Second, multi-homing, wireless environments, and
intermittent connectivity are quite common today, but are poorly served by a point-to-point transport layer; instead
a multipoint-to-point transport layer that can tolerate long delays or outages in connectivity is required. Third, the
Internet poorly supports information sharing in online social networks, a rapidly rising phenomenon and multi-
billion dollar industry [61, 103]. Today, such sharing is done by aggregating content at a central location, a model
that appear inherently difficult to scale in the long term. Finally, the organic growth of peer-to-peer data transfer
systems today causes considerable headache to network administrators who go to great lengths to rate-limit or
otherwise control these applications. On the other hand, these systems largely serve legitimate needs of users. We
believe that the lessons learnt by studying these systems could lead to a more principled understanding of how to
integrate them cleanly into the Internet’s data transfer architecture.

Our effort aligns well with FIND’s agenda in that we pursue a fundamentally different view of how a network
should perform data transfer starting with a clean slate. Technically, our architecture differs from the current
Internet in the following respects. First, multipoint-to-point connections are the norm, not a special case. Second,
the architecture is designed to carefully account for incentives at every step. Third, the architecture is designed for
fluid replication of data at any location where it is accessed.

An important aspect of our research is a rigorous combination of theory and real-world deployment. The PIs
bring an eclectic set of skills that is well-suited to conduct the proposed research.

The rest of this proposal is organized as follows. Section B gives an overview of the uswarm architecture.
Section C describes in detail the proposed research plan to develop the uswarm control and data plane, to quantify
its benefits over data transfer today, and explore new traffic engineering knobs that it enables. Section D proposes
novel incentive strategies that can form the basis of a universal swarming data transfer architecture, and evaluates
its interaction with network resource allocation. Section E describes our case studies. The subsequent sections
describe related work, a plan of work, synergy with other FIND efforts, broader impact and education plan, and
results from prior support in that order.

B Overview of the uswarm Architecture

In this section, we describe the high-level architecture of uswarm. A helpful aid is to think of uswarm is one huge
swarm for all data transfer as opposed to one swarm per file in Bittorrent like systems today.

In uswarm, the typical mode of transfer is a multipoint-to-point connection between peers. Peers in uswarm can
be end-hosts or network intermediaries. End-hosts include typical user machines, servers, or content distribution
intermediaries. Data in uswarm is location-independent and self-verifying, i.e, any peer can store and serve data
and the proof of integrity of the data is in the data itself. The basic architecture is designed to transfer bulk data,
i.e., named data that is several packets long and is re-used over time; we discuss how uswarm benefits dynamic
data at the end of the section.

B.1 Naming and resolution

Figure 1 illustrates the key components of uswarm. An intent resolution service (IRS) is responsible for translating
intent to metadata: the intent specifies what a peer is looking for and could be expressed as a set of keywords, a
URL, an RSS feed, or other applications-specific means. The IRS could be a modern search engine, a web server
that serves metadata similar to hyperlinks, or a peer-to-peer information retrieval plane similar to keyword searches
supported by popular file sharing applications.



The metadata uniquely specifies the data. A metadata resolution
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uswarm uses the hash of the content to identify content in a self-
verifying manner [92, 57]. More concretely, a name consists of a two-
tuple [publisher, hash]. The publisher field is optional and uniquely
identifies a publisher, e.g., www.umass.edu , and the assignment of
these names is managed by a global authority like ICANN [34]. The second field is mandatory and is a message
digest [86, 58] of the content. If the publisher field is present, the digest is further encrypted by the publisher’s
public key supported by a standard public key infrastructure.

The metadata consists of the self-verifying name followed by a list of self-verifying block identifiers. Each
block identifier is a three-tuple [offset, length, hash] where the offset and length identify the position of this block
in the content and the hash is a message digest of the corresponding bytes. A similar naming scheme is used by
DOT [92] and Bittorrent.

Figure 1: The uswarm data transfer ar-
chitecture.

B.2 Central vs. distributed tracking

Peers in uswarm translate metadata to peer addresses using one of three options: (i) a logically centralized tracking
service similar to DNS today, (ii) in-network support for tracking where a gateway router intercepts and processes
a resolution request, and (iii) peer-to-peer tracking where peers help each other resolve metadata.

Why do publisher-supported trackers like in Bittorrent not suffice? First, central trackers create a single point
of failure and congestion; content is not truly location-independent if it is tied to the publisher’s location. Second,
publisher-supported trackers are well suited for pull-based data transfer when a user’s intent is known. But they
are less useful when a user would like content of her interest, that she didn’t know even existed, pushed to her.
We show how distributed trackers that leverage properties of social networks are better suited for the latter. Third,
in wireless environments with intermittent connectivity or delay-tolerant environments, an unreachable remote
tracker may cause data to be unavailable even if it exists in the user’s vicinity.

uswarm makes it convenient to exploit locality by interposing in-network caches and trackers. An organization
or ISP often has a monetary incentive to serve the requested data from within its domain. Several studies have
pointed to significant redundancy in network traffic, but there is little done to exploit this redundancy today. Al-
though web proxy caching has seen over a decade of research, it is not widely used today for two reasons. First,
Web traffic constitutes a small fraction of overall network traffic [8, 24], so the benefit of caching is not significant,
particularly, with the attendant issues of ensuring consistency, handling dynamic content, or just administrative
cost. More importantly, a cache needs to be developed and deployed for each new application (e.g., Bittorrent) that
becomes wildly popular. Thus, there is a fundamental need to systematically support caching at the network layer
in an application-agnostic manner, which uswarm enables.

B.3 Roles and application usage

Peers in the uswarm game have roles depending on their economic relationship with other peers and their network
service provider. Bittorrent peers are referred to as seeds or leeches depending on whether they stick around after
a download is complete. However, peers in uswarm are always ready to upload cached blocks of any file provided
doing so is incentive-compatible. Publisher sites, CDN nodes, and in-network caches will always choose to upload



requested blocks given today’s business models. However, in general, it costs peers to upload blocks (monetary
bandwidth cost or interference to other applications), so they will behave selfishly. Peers may also belong to a
social network, where they are partial to closer friends than more distant ones. Consequently, it is important to
admit a general cost and payoff model in uswarm (see Section D).

Although the design of uswarm has been primarily influenced by bulk data transfer, the architecture is potentially
useful for more sophisticated network services. Note that any re-usable content that is longer than a few hundred
bytes can use uswarm as the overhead of metadata is minimal. Examples other than Web, CDNs and file transfer
that can benefit from uswarm include:

o Live streaming: Several commercial and research efforts [44, 106] are aimed at developing peer-to-peer live
streaming systems that are robust to selfish peer behavior, for which uswarm forms a natural basis.

o Semi-autonomous peer systems: Many Video-on-Demand (VoD) systems today are considering a push-based
architecture where content is proactively pushed to set-top boxes that are under provider control, e.g., set-
top boxes in a single DSLAM in a DSL network, or high-definition gaming servers and client software. The
actual available bandwidth depends on other application traffic being independently generated by peers.

e Human-centric applications: The control plane of uswarm is designed to adapt to a topology based on
content of interest to peers facilitating push-based applications. uswarm also naturally tolerates long delays
or interrupted connectivity making it suitable for delay-tolerant networking applications (refer Section E).

C Data Transfer and Control Plane

In this section, we describe research necessary to design and implement a robust data transfer and control plane
for uswarm. In particular, we investigate fundamental benefits of uswarm over isolated swarms with respect to
performance, availability, locality and in-network caching, as well as its interaction with traffic engineering and
management goals of network service providers.

The key benefits of one large tightly connected swarm over isolated swarms are as follows.

1. Post-popularity: Bittorrent is robust to flash crowds, but may have poor performance after the popularity
wave has subsided. The reason is that there are few seeds in the system and the total upload capacity of seeds
bottlenecks download performance. Although a publisher may be reasonably expected to support enough
seed bandwidth for post-flash-crowd periods, this may lead to unfavorable interactions between swarms
for different content supported by the same server or data center, e.g., if a publisher’s website experiences
a slashdot effect for file A, then a peer seeking a different and unpopular file B could experience a poor
download rate even if B is sufficiently replicated in the network.

2. Block availability: In Bittorrent, two peers may be well-matched with each other with respect to upload
capacities, but not have blocks of interest to each other. Allowing peers to exchange blocks across different
content can improve block availability [25] and consequently download performance, even for small files
consisting of a single block.

3. Robust tracking: Although Bittorrent’s tracker-based architecture works reasonably well, it is inherently
unscalable and cracks are already beginning to show. Our recent measurement study [63] indicates that
some torrents have fifty or more trackers for the same file leading to disconnected or poorly connected
swarms hurting performance. Support for distributed tracking coupled with tightly interconnected swarms
can be more robust and improve performance due to improved opportunities for TFT exchanges, both for a
single file and across different files.



C.1 Proposed approach

Our approach is to systematically analyze the claimed benefits of uswarm over isolated swarms and design mech-
anisms necessary to achieve them in practice.

C.1.1 Data plane: uswarm vs. isolated swarms

We consider a simple example consisting of two isolated swarms S
and S, as shown in Figure 2. Assume that both swarms have the same
number n of peers that wish to download files f and g respectively. Let —

c denote the capacity of each peer as well as the available seed band- & e b
width for each file, say, supported by the publisher. Finally, assume | -~ e J
that peers in S; already possess g and peers in Sy already possess f. e 0 o

We compare the overall download performance when the two swarms A0 0 o 0 OO
operate independently versus when the two swarms assist each other. [ et — /
Conjecture 1: The overall download capacity with interconnected =~ ™. i

swarms can be a O(log n) factor greater than isolated swarms. USWAIM TN

The intuition behind the conjecture is as follows. Consider the iso-
lated swarm S; ignoring incentive issues for the moment. It can be
shown, similar to Yang et al. [99], that the best strategy is for the seed
to use its entire upload capacity first to replicate a block of f to one
peer, at which point, the total upload capacity increases to 2¢c. Similarly, the capacity doubles in subsequent peri-
ods until, in log n rounds, the total upload bandwidth utilization equals total capacity c.n. On the other hand, if the
two swarms cooperate, then each of them directly starts with a utilization of c.n, potentially, yielding a O(logn)
improvement over the isolated swarm. Furthermore, we ignored block availability, i.e., whether two peers have
blocks of interest to each other, and incentive issues above, which are likely to further benefit the interconnected
swarm compared to the isolated swarms.

Similarly, the interconnected swarm can be shown to be more reliable compared to isolated swarms. Assuming
a uniform mean time to failure for each node in the system, there is a higher probability of a missing block in the
isolated case as the failure of the seed any time during the first O(log n) rounds can result in an unavailable block.
On the other hand, all n peers holding a block of either file have to perish for a block to become unavailable. This
is of course an over-estimate of the improvement in reliability as we did not precisely model the tracking process
itself, which impacts reliability as a block may exist in the system but not be found by a peer. We turn our attention
to the tracking process next. We refer the reader to our preliminary work on a fluid model of these swarms [20].

Figure 2: Two swarm example.

C.1.2 Control plane: distributed tracking

The tracker enables peers to find other peers holding blocks of their interest which, in Bittorrent, is implemented
as a central server. The centralized tracker thus introduces a single point of failure: if the tracker fails or is
unreachable, the system becomes unavailable to new peers, so they can neither obtain content nor contribute
resources to the system. Recent measurement studies [74, 63] confirm that low tracker availability is a significant
problem for Bittorrent users today.

To improve tracker availability, two recent trends have emerged. First, is the support for replicated trackers
for each file. Second, is the integration of DHTs with BitTorrent clients that store information across the entire
community of BitTorrent users; the DHT trend is more recent and began to appear a little over a year ago. To un-
derstand the practical impact of these mechanisms on tracker availability, we conducted an extensive measurement
study spanning more than 26K torrents, 1700 trackers, and 25K DHT nodes over a period of several months. Our
major findings include:



e Replicated trackers improve availability, but the improvement largely comes from a single highly available
tracker. In particular, correlated tracker failures significantly hurt availability.

e Replicated trackers result in poorly connected swarms even though the constituent peers seek the same
content.

e DHT-based trackers improve availability, but introduce a high response latency.

The last observation is illustrated in Figure 3 that compares the time re-
quired to obtain a peer with DHT-based and replicated trackers. Furthermore, .

a DHT-based tracker may not be incentive-aligned as it assigns tracking re- o

0.8f

sponsibility to a peer that actually has an disincentive to assist other peers, o 1

a topic we address in detail in the next section. Thus, a key challenge in os 1

uswarm is to enable support for robust distributed tracking. o8 |
We propose to achieve robust distributed tracking in uswarm through a )y

combination of (i) massively replicated tracking, (ii) peer-to-peer gossip and B w0 e T a0

(iii) in-network tracking (refer Figure 1).

The first option, massively replicated tracking, is similar in spirit to DNS  Figure 3: DHT vs. replicated
— a hierarchically organized set of uswarm trackers assist peers by dynam-  trackers latency in BT.
ically returning relevant peer addresses. Such an architecture would inherit
the scalability and fault-tolerance properties of DNS, but is burdened with a more complex service. Unlike DNS
that only performs simple lookups that change rather slowly, the uswarm tracking service must estimate which
peers are likely to have blocks of a particular file. This problem can be alleviated in practice by: (i) tracking files
clustered by publisher or semantics as opposed to tracking each file individually, (ii) assistance from domain-level
trackers supported by publishers, and (iii) failover support provided from peer-to-peer and in-network tracking.

The second, peer-to-peer gossip works in two ways: (a) controlled flooding, and (b) active gossip. Controlled
flooding is similar to Kazaa [39] or Gnutella [23] in which a peer asks its neighbors recursively for information.
We chose controlled flooding over DHTs for a couple of reasons. The first is incentive compatibility — it is
easier to design unstructured peer-to-peer networks that carefully account for incentives and peer heterogeneity,
a point also made by Chawathe et al. [11]. The second is exploiting locality; designing practical locality-aware
DHTs [28, 1, 46] is more complex. Finally, unstructured peer networks are well-suited to content sharing based
on social networks as we describe in our case studies section. Active gossip works works by re-using neighboring
peers in the data plane to also learn about new peers. Just like peers in Bittorrent trade data blocks, they could also
trade relevant peer addresses; we defer the precise incentive scheme to Section D.

The third, in-network tracking, couples a uswarm tracker beside in-network caches. In addition to caching data
blocks, these routers also intercept and re-direct content requests to other peers in the same organization when a
block is not found in its cache, or the router is under heavy load.

C.1.3 Implications for Traffic Engineering and Virtualized Architectures

The research described so far, except for in-network caching and tracking, largely resides above at and above the
transport layer. While transport and higher layers are certainly elements of a “network architecture”, we believe that
it is important to understand the interaction of a data transfer architecture on traffic engineering and management
objectives of network service providers.

Today’s Internet constrains the routing choice available to both end users and ISPs. While the former is well
understood [98, 81, 76], we note that lack of location independence, i.e., the freedom to choose the destination,
constrains ISPs too. An AS can choose interdomain routes and exit policies, but has little freedom to alter its traffic
matrix as, in most cases, a flow is uniquely mapped to an ingress-egress pair. On the other hand, network-layer
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tracking gives an ASes much more control over its customers’ traffic. In particular, a tracker router can return a set
of peers that results in the most load-balanced traffic assignment.

Flexible traffic engineering : We propose to investigate the power of this traffic engineering knob as follows.
Consider how traffic engineering today is coupled with link-state routing. An AS takes as input a traffic matrix
that is assumed to be unchanging over fine time scales. A set of OSPF link weights is computed such that, if the
flows in the traffic matrix were routed along the shortest paths, then the overall cost, defined as say >, %—lm
is minimized. Here the sum is over all links / and C; and p; denote the capacity and actual load on link /. Note
that the cost thus achieved may not be the optimal, however traffic engineering is done this way largely because of
the widely deployed and well-understood shortest path routing machinery. Furthermore, the actual traffic matrix
itself may change over fine time scales, but link weights are recomputed only at coarse time scales. This mismatch
between an AS’s traffic engineering objectives and the knobs it has available is known to cause much frustration
to network administrators [104, 3].

Now, suppose that an ingress tracker router had the freedom to dynamically return a set of peers that results in
a traffic matrix that results in the least cost (either with the current set of link weights or with a re-computed set of
weights). This gives an AS a powerful knob to achieve its traffic engineering objectives. The flexibility provided
by this knob depends on the location of in-network caches as well as locality of content access by peers in an AS,
which we propose to analyze via simulations over real backbone topologies and traffic matrices. We will leverage
our previous experience in modeling such interaction — “Can an overlay compensate for a careless underlay” [31].
The relevant question to ask here is — “Can uswarm enable traffic engineering knobs that give both end-users and
networks better routing choices”?

C.2 Research questions and plan

The projected performance and reliability benefits and the tracking mechanisms described above leave open several
questions that we propose to address as follows.

1. The two-swarm example above does not tell us the performance or reliability benefits we can expect in prac-
tice. First, we must accommodate swarms of varying sizes and heterogeneous bandwidth capacities. Second,
peers may arrive in the system staggered over time. An arrival process of particular interest is one where
hordes of peers arrive as in a flash crowd over a short duration followed by a long tail of casually arriving
peers. Finally, the amount of overlap in content of interest to different peers impacts the performance of the
system (refer [20] for preliminary work). We will adopt a measurement-driven modeling approach to under-
stand their impact uswarm’s performance and reliability. We will begin by participating in popular Bittorrent
swarms to measure peer arrivals and capacities, monitor popular torrent sites for popularity distribution of
content, and estimate overlap in content interest. Subsequently, given that uswarm is intended as a universal
data transfer architecture, we will extend the analytical and experimental evaluation of uswarm’s benefits to
more diverse content such as HTTP traffic, software updates, TCP multimedia traffic, RSS feeds etc. using
a workload gathered at the UMass Ambherst gateway leveraging existing infrastructure [33] to collect packet
header information.

2. The three-pronged approach for distributed tracking described above may seem inelegant to an architectural
purist. However, we believe that all three mechanisms — massively replicated global tracking, peer-to-peer
gossip, and network layer tracking — are complementary and can provide levels of performance or reliability
difficult to achieve otherwise. Given that our end goal is to build a practical system based on uswarm, our
research will precisely quantify the relative benefits of the three tracking mechanisms and integrate them
into a holistic policy architecture that enables seamless invocation of or failover to the best mechanism
dynamically.



3. We implicitly assumed in the description of the approach that download rate is the performance metric of
interest. However, for streaming applications based on buffering and playback, it is important to limit the
latency of retrieving each block. More generally, a data transfer architecture must be capable of supporting
sophisticated scheduling requests issued by users, e.g., “retrieve movie A within 2 hours and file B as quickly
as possible”, or “retrieve as many relevant documents as possible to these keywords within 10 minutes” for
running a local data mining application over the results. The latter may require careful selection of peer,
CDN, or server nodes based on network characteristics. We will leverage our prior experience building
iPlane, an Internet-wide information plane, to enable more sophisticated data transfer objectives integrating
iPlane with uswarm’s distributed tracking plane.

4. In-network caching of blocks naturally raises the question of placement and replacement strategies. Al-
though our architecture is based upon the premise of inexpensive storage, it is by no means sufficient to
support an Internet-wide data transfer architecture. We will leverage our prior work on online hierarchical
cooperative caching [45], which developed a lower bound and a matching constant-competitive algorithm,
as well as bandwidth-constrained placement strategies [95, 96] for prefetched content.

D Incentive Strategies

In this section, we address the following research questions: (i) what incentive mechanisms are necessary to make
uswarm robust?, (ii) how can we model uswarm using game theory? and (iii) how do incentives interact with
congestion control and routing?.

D.1 Proposed approach
D.1.1 Incentives in isolated swarms

Free-riding is a fundamental problem in peer-to-peer systems. Initial attempts to thwart free-riding in peer-to-peer
systems proved unsatisfactory, e.g., “incentive priorities in Kazaa [39] could be spoofed, currency in MojoNation
was cumbersome, and the AudioGalaxy Satellite model of “always-on” clients has not been taken up. In contrast,
Bittorrent’s tit-for-tat incentive strategy has been found, in practice, to be successful at inducing contribution form
rational peers. Combined with the bilateral nature of tit-for-tat, which allows for enforcement without a centralized
trusted infrastructure, a popular belief has emerged that “incentives build robustness in Bittorrent” [7, 75, 6, 43].

Our recent research questions this widely held belief. Based on a simple model driven by real-world measure-
ments, we discovered two artifacts. First, there is significant altruism in Bittorrent, leading to a minority of high
capacity peers contributing to the bulk of aggregate swarm resources. Second, and more importantly, we discov-
ered that this altruism is not a consequence of tit-for-tat. In fact, a selfish peer can significantly reduce its upload
contribution and yet obtain a higher download rate. If many peers behaved selfishly, then honest low capacity
peers can experience degraded performance due to the absence of altruism, suggesting that Bittorrent is not robust
to selfish peer behavior.

On the positive side, we discovered that our selfish algorithm benefits every peer irrespective of how many other
peers are using it. Our preliminary algorithm, called Bittyrant, is illustrated in Figure 4. Bittyrant incents peers to
adopt it over Bittorrent, thereby creating a natural evolution path towards its widespread deployment.

We learned two valuable lessons through our measurement and modeling effort. First, peers observe a random
selection of other peers in large swarms despite the optimistic unchoke process at work. This is in contrast to
models that characterize steady-state behavior [75]. Second, previous models do not account for two forms of
strategic peer behavior: (i) the number of active connections maintained by a peer, and (ii) how a peer splits its
upload capacity across those connections. Our preliminary work shows that strategizing with these degrees of
freedom can significantly impact the performance observed by a majority of peers.



The preliminary work leaves many research questions
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Figure 4: Bittyrant unchoke algorithm

Control plane A key design requirement in uswarm is an

efficient and incentive compatible control plane. While the

global and in-network trackers can be implemented as an in-

frastructure or commodity service, the peer-to-peer scheme

demands a decentralized and robust incentive mechanism. Recall that the objective of the control plane is to
translate metadata into a set of peer addresses. With controlled flooding like in Kazaa or DHT-based distributed
tracking, a selfish peer may simply drop a request and, indeed, in some cases preventing other peers from accessing
a resource may be to its advantage.

To address this problem, we employ two mechanisms for the control plane: (i) tit-for-tat, and (ii) dynamic
topology adaptation based on exploiting properties of social networks. We assume that peers are organized into
a control plane topology and use controlled flooding to resolve metadata as in Gnutella or Kazaa. The tit-for-tat
strategy works by keeping track of the number of metadata requests a neighbor helps resolve. Peers choose to
help neighbors that have been most useful in the past. The dynamic topology adaptation mechanism works in
conjunction with tit-for-tat by choosing more useful peers as neighbors over less useful ones. Additionally, peers
prefer other peers with similar content interest for neighbors, automatically leading to a topology that resembles a
semantic social network, in which adjacent peers have highly overlapping content interest. The dynamic topology
adaptation scheme is inspired by Gia [11] that is designed primarily for scalability; in comparison, incentives and
overlap in content interest fundamentally adapt the control plane topology in uswarm.

A key research goal is to determine how the behavior of uswarm is controlled by three interacting processes.
The first is peer selection in the data plane that operates at fine time scales on the order of tens of seconds. The



second is peer selection in the control plane that operates over slower time scales on the order of hours or days.
The third is the movement of peers across interest clusters based on their content access pattern. We propose to
model this interaction in order to design policies that lead to efficient and reliable performance in steady state.

D.1.3 Connection games in uswarm

Our focus so far has been on the impact of selfish behavior on uswarm’s data and control planes assuming no cost
to opening a connection. In practice, opening a peer uses memory and computing resources. The interaction of
a large number of TCP flows itself causes performance degradation in practice [59, 77]. A Future Internet may
use improved, network-assisted congestion control, however, that will incur a cost for the network as a whole.
A Future Internet may also reflect this cost back to the user by charging on a per-connection basis. Thus, it is
important to take into account the cost of opening a connection in uswarm, an architecture fundamentally designed
to use several point-to-point connections for a single file.

We begin by modeling a cost that is proportional to the number of
open connections, i.e., a cost On for n open connections and fixed f3.
Figure 5 illustrates a “swarm formation game”. Let the bigger nodes S
represent peers with capacity say C; = 3 and the smaller ones with a
lower capacity Cy = 2, and each peer be restricted to at most 3 con-
nections. Assume each pair of connected peers reciprocate, and each
peer uploads by equally splitting their capacity across its neighbors.
Then, the four high capacity peers other than S each receive a down-

load rate of 3(= 3C1/3), while S, the peer connecting the two groups, S
receives a rate of only 8/3(= 2C /3 + C3/3). Similarly, the four low
capacity peers to the right receive a rate of 2, while the interconnecting E @
one receives 7/3. This is a stable configuration where no peer benefits

by switching peers. Now suppose peers could choose the number of

connections, e.g., peer .S increases its number to 5. If all other peers

remained at 3 connections, S improves its performance from 8/3 to ~ Figure 5: Tit-for-tat connection game
10/3 = (5C3/3). However, if each extra connection caused high in-

terference resulting in a penalty of 1/3 in the rate, then benefit of increasing connections for S is offset by the
increased cost.

Next, suppose that peers followed a tit-for-tat strategy where a “link” is considered stable only when both peers
choose to reciprocate. We can model this swarm formation game and analyze equilibrium behavior and the loss
of efficiency due to selfish behavior, often termed as the “price of anarchy”. Our preliminary modeling effort [30]
suggests that a pairwise Nash equilibrium exists for this game, i.e., a peer p can not benefit by unilaterally deviating
from the equilibrium peer selection strategy and, furthermore, the benefit to p by adding a new peer q is offset by
the loss to ¢q. Unfortunately, the loss of efficiency in such an equilibrium is unbounded. This suggests that, in the
presence of connection setup costs, we need to devise an enforceable incentive mechanism that restricts the set of
available strategies to peers.

The above model abstracted away the effect of the underlying routing topology and congestion control. Ignoring
selfish strategies like tit-for-tat, we have been able to model connection games where a peer is allowed to increase
or decrease its number of open connections over a fixed set of available paths taking the underlying topology
as well as congestion control into account. Assuming linear connection costs and TCP-like congestion control
protocols, our model bodes pessimistic results: (i) a Nash equilibrium can be shown to exist for only simple
network topologies, and (ii) the loss of efficiency at equilibrium can be arbitrarily large.

A key research agenda is to understand the impact of strategic peer selection on network resource allocation
taking the underlying topology and connection costs into account; the models above analyze strategic peer selection
or network resource allocation in isolation, but not their interaction. We will use these models to drive the design
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of practical incentive mechanisms and peer selection strategies that are both efficient and stable.

D.2 Research questions and plan

In addition to the research questions outlined above, we will address several other practical research issues.

1. Pricing: The incentive strategies outlined above are designed for a market based on bandwidth as currency.
The goal was to optimize download rate given a limited upload bandwidth. In practice, upload bandwidth
may not be “free” or even linearly priced. ISPs often bill customers based a variety of bandwidth pricing
schemes based on 95°th percentile usage rate, peak rate, average rate or a minimum committed rate, and so
on. A data transfer architecture must be neutral to the exact pricing scheme, so we will investigate support
for different forms of bandwidth budgets or utilities based on both download rate benefit and upload cost.

2. Indirect trading: A tit-for-tat strategy may not be very useful for a mobile user with low upload capacity
or power constraints. However, such a node may appoint, say, their desktop machine as a “home agent” to
participate in uswarm on its behalf. The home agent may be used to either detour traffic (as in direct routing
in Mobile IP), or be explicitly appointed as a delegate to which the mobile may direct peers. The mobile
and the home agent can use standard symmetric key cryptographic techniques to authenticate the delegation.
More generally, peer-to-peer detour routing itself may be implemented as a service on top of uswarm even
for wireline networks.

3. Workload and network conditions: First, the models above do not account for the case when two peers
are willing to upload blocks but do not have blocks of interest to the other. What is the impact of block
availability on uswarm’s performance? Second, we assumed that a single point-to-point connection may
suffice to utilize all or fair-share bandwidth along a path. In practice, TCP flows utilize only a small fraction
of bandwidth on high capacity networks both due to TCP’s inefficiencies as well as traffic shaping on part of
ISPs. Third, we assumed a rate-based strategy above, but one could consider a block-based tit-for-tat strategy
where peers control the number of blocks uploaded to a peer based on the number of blocks downloaded
from the peer; several other strategies are possible and their interaction needs more investigation. Finally,
more global knowledge about other peers’ capacities helps a selfish peer make better strategic decisions.
Although an information plane like iPlane may be employed, it is necessary to investigate the effect of noisy
information on the efficiency or vulnerability to strategic peer behavior of uswarm.

E Deployment and Case studies

In this section, we describe research necessary to make uswarm practical. To this end, we propose to design and
implement several case study systems on top of uswarm.

E.1 A Dol-resistant information dissemination service

Securing the Internet is widely considered as a fundamental architectural problem requiring a clean slate re-design,
e.g., practically every network protocol is vulnerable to denial-of-service (DoS) attacks. However, a graver concern
is that, as a result, the Internet does not even support a robust dissemination service for static or slow changing
data, a problem we call as the denial-of-information (Dol) attack. For example, an attacker can simply DoS a web
server or Bittorrent tracker to render the information unreachable. A Dol-resistant dissemination service would
be valuable for disaster recovery and, more generally, for lookup services such as DNS or other bootstrapping
services. An ideal Dol-resistant architecture would ensure the following property: if a user seeks a file at least
one copy of which exists in the network, then she should be able to retrieve it unless the underlying network is
physically partitioned by faulty or malicious nodes.
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We propose to build a Dol-resistant information service on top of uswarm. The basic idea is simple: to use
massive replication to ensure that a peer can reach at least one replica. To accomplish this, we need knowledge of
the underlying routing topology, for which we will leverage our previous experience with iPlane. The knowledge
of the underlying routing topology can be used by peers to select neighbors in uswarm’s control plane such that it
is extremely difficult for an attacker to disconnect any peer from content it seeks. Finally, the content itself must be
sufficiently replicated to begin with taking into account the network topology, so that DoS attacks on peers holding
the replicas do not make the information unavailable.

Opportunistic measurement: On a complementary trail, we will also instrument a small number of Bittyrant
clients to passively monitor transfer performance and contribute measurements to iPlane. Unlike other measure-
ment projects that rely on altruism or sympathy for science [85], uswarm will make it incentive-compatible for
peers to contribute measurements. As noted in Section D, peers with more information about the capacity of other
peers (and network paths to them) can make better strategic choices. In return for such “shadow tracking” [51]
services provides by iPlane, these peers will be expected to contribute to the information plane itself to develop a
more complete topological map of the Internet. A research challenge here is to carefully choose the set of mea-
surement responsibility assigned to peers based on their location to ensure coverage and reliability of reported
information.

E.2 Delay-tolerant uswarm and new services

A key benefit of uswarm is that, by design, it is tolerant to delays or interrupted point-to-point connections. Thus,
peers in uswarm can exchange blocks of interest with other peers within radio range. uswarm can also operate in
delay-tolerant environments such as vehicular networks [16] or people networks [60]. We believe that uswarm can
form the basis of a data transfer architecture whose performance gracefully degrades from well-connected wireline
networks to mobile ad-hoc or delay-tolerant networks.

We will leverage our experience in developing and deploying a routing protocol, RAPID (Resource Allocation
Protocol for Intentional DTN routing), that enables sophisticated “knobs” to intentionally optimize performance
metrics of interest such as worst-case or average delivery delay, number of transfer that miss their deadlines etc. In
contrast, several DTN routing protocols that incorporate a large number of design decisions to improve the likeli-
hood of just finding a path, so they only have an incidental effect on specific performance metrics. A preliminary
version of RAPID is already deployed on about 20 buses belonging to the DieselNet vehicular network testbed at
UMass Amherst.

DTNs and MANETS also give us an opportunity to explore new incentive mechanisms for these environments.
For example, appointing a delegate for indirect tit-for-tat, as described in Section D, and other access-point-assisted
incentive mechanisms will be useful. Finally, we will also explore push-based applications where adjacent peers
in uswarm’s control plane can advertise content of potential interest to their neighbor, and a software agent can
choose to accept the trade subject to user-specified interests. Content pushing applications are particularly well
suited to a control plane topology based on social networks of overlapping content interest and are applicable to
both well-connected as well as wireless and delay-tolerant environments.

F Related Work

The architecture of uswarm borrows heavily from previous work in peer-to-peer systems, research on Bittorrent
like systems, caching, and evolutionary game theory. Our primary contribution is to adapt these ideas to enable a
holistic data transfer architecture based on swarms, which to our knowledge has not been done before.

Structured peer-to-peer systems based on DHTs [89, 80, 82, 107, 56, 53, 54, 28, 4, 46] have seen a large body of
work in recent times. DHTs can massively scalable, fault-tolerant, and low-latency distributed services. However,
DHTs primarily work by randomly hashing an identifier (a file, task, or information) to a node in the system.
However, such an assignment may not be incentive-compatible to nodes. Furthermore, although DHTs are well
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suited to distribute load across different files, they fall back on traditional replication techniques to handle flash
crowds for a single file. More recent DHT based systems such as Beehive [79], CoDoNS [78] exploit caching and
workload profiles to address this problem, but are still based on an underlying DHT infrastructure. In comparison,
our goal is not to support generic distributed services; rather uswarm is a robust data transfer architecture that is
designed from scratch with incentives in mind.

The benefits of using multipoint-to-point connections [91, 13, 87, 70, 92, 38], and mesh-based content or peer-
to-peer content distribution [42, 9, 22, 87, 21, 88] have been well noted, however these proposals are either for
managed infrastructure or cooperative peer-to-peer environments. Some of the proposed techniques for dynamic
topology adaptation are similar to Gia [11]; however, their primary focus is to make file sharing scalable, but not
necessarily robust to selfish peer behavior.

Incentives in peer-to-peer systems have seen a large body of work in recent times (see [66, 67, 68] for a partial
list). These proposals use one or more of the following techniques: (i) virtual currency, (ii) reputation-based
schemes, (iii) secure identities, and (iv) bilateral reciprocation-based strategies. In comparison, uswarm relies
only on reciprocation-based strategies as they are simple, low-overhead, and completely decentralized. Feldman et
al. [17] model incentive techniques based partly on reciprocation and suggest it they can drive a system of strategic
users to nearly optimal levels of cooperation; peer selection in uswarm’s control plane uses techniques similar to
“discriminating server selection” and “adaptive stranger policies” in their work.

We freely admit to borrowing from these and other existing work on incentives in peer-to-peer systems. What
sets us apart from prior work is our goals and research methodology. First, we seek to augment data transfer
based on servers, CDNs, and other infrastructure, not replace them. Second, we seek to develop an incentive
mechanism that limits free-riding, not eliminate it, while maintaining reasonable performance. Third, in a data
transfer architecture, we seek to exploit locality of accesses, overlapping content interest, and inherent altruistic
or sharing tendencies of people when appropriate. To this end, our research seeks to integrate social networks, an
important growing phenomenon, systematically into a data transfer architecture.

Our research methodology is based on a rigorous combination of practice and theory. Prototype systems and
measurements “in the wild” will drive both our design and analysis. On the modeling front, our focus is on
modeling transient behavior compared to existing simplistic analyses of swarms that assume steady state behavior
that is rarely reached. It is noteworthy that uswarm by design is always expected to be in a state of flux.

G Plan of Work

The proposed work will involve three graduate students who will work in coordination. One student will focus on
modeling and analysis of uswarm, while the the other two will focus on the design and implementation of the core
uswarm architecture, develop case study systems, develop a measurement infrastructure for gathering data from
real swarms, and experimentally analyze the interaction of uswarm with existing network-layer mechanisms as
well as new ones being developed by other FIND researchers. The project will span three years with the following
schedule and milestones.

e Year 1: Develop models to analyze transient single-swarm behavior accounting for strategic peer behavior.
Collect real swarm data with an instrumented Bittyrant client. Refine model to include multiple swarms. De-
sign and implement different strategies and experimentally analyze them using Emulab first, then Planetlab,
and then over real swarms.

e Year 2: Investigate social-network based sophisticated topology adaptation strategies. Design and implement
DTN case study. Integrate iPlane support into uswarm. Start design and implementation of Dol-resistant
dissemination service. Design and implement in-network block cache using Click [41]. Refine topology
adaptation models based on real measured data.
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e Year 3: Design and implement a modified socket API to enable application use. Finish Dol case study.
Investigate interaction with traffic engineering and virtualized architectures. Integrate support for legacy
applications using the Oasis [52] toolkit. Integrate in-network caches into VINI. Test for security or privacy
holes. Release all software.

H Synergy with Other FIND Efforts

The PIs will attend FIND meetings regularly to disseminate research findings as well as include network mecha-
nisms being developed concurrently by other FIND researchers into uswarm’s design and implementation.

The proposed research maps well to the goals of FIND. Our data transfer architecture can co-exist with different
network-layer and link-layer mechanisms including a connection-oriented network layer. uswarm is agnostic to
network address structure, but relies on the network to correctly route packets to specified addresses as it relies on
three-way handshakes to confirm a peer’s identity. uswarm goes beyond traditional client-server, peer-to-peer, and
largely point-to-point connections and, instead has a more fluid notion of a data transfer architecture, namely, loose
coordination, loose organization, and location-independent content. Finally, uswarm proposes in-network caching
and tracking, and our research includes investigating the interaction with network management and virtualized
architectures. (see Section C).

The uswarm project synergizes well with ongoing FIND projects. For example, in-network caching and track-
ing is one form of service in the ITDS project [35] and more network support for tracking can further benefit
uswarm. The Postcards from the Edge [73] shares our goals of a delay-tolerant block transfer service assisted by
in-network caches, but focuses on wireless environments. We expect the design of their network stack to influence
ours. NIRA [64] investigates support for interdomain and intradomain source routing, which is complementary to
location-independence offered by uswarm. Similar in spirit to Markets for Service and Security [55], uswarm can
isolate bulk transfers from urgent browsing or VoIP and our incentive strategies support heterogeneous pricing and
utilities (Section D). We will work with the PIs of the CONMAN [14] project to understand the requirements of
a management plane that uswarm should support. The naming architecture in UIA [93] is synergistic and com-
plementary to our DTN case study and push-based social networking applications in public spaces. Advances in
network-layer security mechanisms such as capabilities [100] or SANE [84] will also benefit uswarm through the
support for stronger identities, but requires careful integration as uswarm allows routers to “move the destination”.
In summary, we believe that designing a scalable, fault-tolerant, incentive-compatible data transfer architecture will
continue to be important for Internet services, no matter what mechanisms the network- and link-layer technologies
support.

| Broader Impact and Education Plan

The proposed work if successful could fundamentally improve the way data is sent over the Internet. In particular, it
can (i) enable a robust dissemination service resistant to denial-of-information attacks, which can prove crucial for
emergency information services and national security; (ii) foster the growth of novel human-centric applications
that are difficult to build today, and (iii) enable delay-tolerant data transfer for poorly connected environments,
particularly in developing nations, for which the current networking stack is poorly suited.

Integrating Research and Teaching: The PIs at UMass-Ambherst teach several courses and laboratories on
communication networks, both at the undergraduate and graduate levels. In addition, they regularly offer seminars
on advanced networking topics. These courses have enrollment of students from both the departments of Electrical
and Computer Engineering, and Computer Science, and sometimes students from other departments such as math-
ematics and industrial engineering, and other Colleges such as Smith College. We plan to incorporate the results
of the proposed project in graduate level seminars and in a Senior-level projects course. courses as well. Thus, we
hope to disseminate the results of our research to a broad cross-section of students at UMass-Ambherst.
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International Qutreach: Over the past five years, Towsley at UMass has conducted graduate level courses
and seminars over the Internet to several Brazilian Universities. More recently Venkataramani and Towsley both
ran a seminar that include not only Universities in Brazil but two universities in Italy as well. The experiences
derived from these courses have led to the development and refinement of software useful for educational and
collaborative efforts. Furthermore, they have led to interesting network performance measurements that have been
published [12]. We will continue these efforts, disseminating the results of our research as well as using the
teaching infrastructure as a testbed for exercising different swarm-based algorithms.

Undergraduates in Computer Science: The PIs manage an Internet research lab consisting of Cisco routers,
and linux machines converted to routers. In addition the PIs have access to Planet Lab. In the past, several under-
graduate students have been employed through REUs and other grants to work in these labs and or on Planet Lab.
These students have moved on to either have successful careers in networking companies or to attain post-graduate
degrees in networking. If this proposal is successful, we plan to apply for REU grants to involve undergraduate
students in both the theoretical aspects of the research as well as to implement some of the algorithms.

All software resulting out of this research will be available for use by the community. We will also regularly
disseminate our research via scholarly papers and IETF drafts where appropriate.

J Team and Prior Support

The PIs bring an eclectic set of skills that is particularly well suited to conduct the proposed research. PI Venkatara-
mani has over five years experience in networked and distributed systems while Co-PI Towsley brings in over 25
years of experience in network performance modeling and analysis. Their combination of applied and analytical
skills is valuable to the project. The PIs recently started collaborating and an upcoming Infocom’07 paper [63]
together analyzing large swarms is directly related to the project.

PI Venkataramani has a track record of combining strengths in networking and distributed systems as well as
theory and practice. He has co-developed TCP Nice [94] - a background transport protocol, iPlane [51] - an
information plane for the Internet, and Bittyrant [71] - a selfish Bittorrent client. Other highlights include PRACTI
replication [5], byzantine fault-tolerance with privacy [101], safe speculative replication [15], and algorithms for
space-constrained [45] and bandwidth-constrained caching [95].

Co-PI Towsley’s highlights include PFTK [69] - a widely used model of TCP, one bit congestion pricing for
reliable multicast [65] - a William Bennett Prize paper, the first provably stable multipath congestion control and
routing algorithm [27] among others. Recent relevant work includes game-theoretic models of overlay-underlay
interaction [31, 102], and connection games [29, 30].

J.1 Prior Support

Venkataramani started his academic appointment at UMass Ambherst in January 2005 and has not received NSF
support.

Don Towsley was funded by NSF Grant ANI0085848 Scalable Quality-of-Service Control for the Next Gener-
ation Internet: Fundamental Challenges and Effective Solutions in collaboration with Lixin Gao and Jim Kurose.
The grant was for the period 9/2000-8/2006. The project focused on problems in the areas of wireless networks,
[49, 37, 48], quality of service [19, 40, 10], network performance modeling [97, 50, 18, 47, 27], protocols [36],
peer-to-peer applications [26], network monitor placement [90],and network security [108, 105].
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